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A. A. Ky3neros

NccnenoBanme KpUNTOCTOMKOCTUA IMMPOTOKOJIA
ayrentudukaiuu BotikKey k komiipomerarium
ysI3BUMOCTel ajiropuTMa xermupoBanusa MD5

AnHoTAlysi. B pabore mpuBeneH aHaIn3 ysS3BUMOCTEH CETEBOIO IIPOTOKOJIA
BotikKey, KOTODBIil HCIIOJIB3YETCS B CHCTEME TeJleKOMMyHuKanuit « Boruks r. Ie-
peciaBis-3aJIecCKOro IJisl ayTeHTHduKanny aboHEeHTCKUX ToaK/IodeHnit. ITpo-
TOKOJI pa3paboTaH B PAMKaX IOJX0Ja BOTUK-TEXHOJIOTHI, COTJIACHO KOTOPOMY
BCe IpOorpaMMHO-anmapaTHoe obecnedenue cetu «boruks saBisieTcs aubo cBO-
0OIHO-PACIPOCTPAaHAEMBIM, JIHO0 pa3paboTaHO COOCTBEHHBIMU YCHUJIUSMU KOM-
naHuu-IpoBaiifepa. JaHo onmcaHne HasHAYEHUs IPOTOKOJIA U JeTajlell peasu-
3aIUu, U EePEIUCIICHBI yI3BUMOCTH, CBA3aHHBIE C UCIOJIb30BAHUEM AJTOPUTMA
xemupoBanus MD5. IIpuBeseHpl BO3MOXKHBIE CIIOCOOBI KOMIIPOMETAIIUN ITPOTO-
kosia BotikKey, B Tom umcie APOP-araka, 1eapio KOTOpoil sBjseTcsa moadop
napoJist gocryna. JlaHbl peKOMEHIAIUU IPOBaliiepy yCJIyr CBA3U CHCTEMBI Te-
sekoMMyHuKaruii «Boruky mo orkasy or cucrembl BotikKey, nu6o mepexoy
Ha OoJiee aKTyaJIbHbIE CPEJCTBA ayTeHTU(MUKAINN aOOHEHTOB.

Karouesvie crosa u @ppasvl: npotokon BotikKey, besonacHas ayTeHTudpmkaums, kpuntorpa-
cus, anroputm MD5, APOP-aTaka.

Beepenune

B renekommynukanuonnoit cetu «boruks r. [lepecnapis-3aeccko-
0o KJIUEHT-cepBePHBI TpoTOKOJI BotikKey mpumensiercst ¢ 2003 roma aist
ayreratudukarumn abonerToB. C 2007 roja MUCIOIH30BaHUE KJIMEHTCKOMN
nporpammbl BotikKey u3 maBopa nporpamm «BotikTools» [1, 2] cramo
00s13aTeIbHBIM JIJIsl TOCTOSIHHBIX oK ItoueHuit abonerTo CT «BoTuks.

Jlannast paboTa IOCBSIIEHA OMMCAHUIO IMPOTOKOJIA U BCTPOEHHBIX B
HEro0 METOJIOB 3aIlUTHI OT KOMIIPOMETAInd. B JTaHHOM KOHTEKCTE O[T
KOMITPOMETAIMEH TOHNMAETCS CATYAIINs, IIPU KOTOPOIi 3710y MBIIIJIEHHUKY
VIAJIOCh BBIIATH cebs 3a JI00pPOCOBECTHOTO aDOHEHTA U ayTeHTH(MUITIPO-
BaTh CBOIl KoMITbioTep Ha BotikKey-cepsepe.
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1. Kniouesble cnosa n TEPMMUHDI

Banpoc (challenge): key-cepsep npucbuiaer nporpamme BotikKey 3ampoc,
HA KOTOPBI OT MMeHM abOHEHTa Hy’KHO NMPABUIBHO OTBETHTH, HUC-
HOJIb3ysl HapoJib (KJI0Y) JOCTYIA JAHHONO abOHEHTA K CETH.

Orger (response): MO MOJIYIEHHOMY 3aIIPOCY U TI0 MAPOJIIO (KIOTY) JI0-
crymna mporpaMma BotikKey ctpout orBer m nepesaer ero Key-cep-

Bepy.

W crosib3y1oTest IPUHITAIIBI, OCHOBAHHBIE HA TOM, UTO €CJIM M3BECTEH Ipa-
BUJILHBIT IMapoJib MO2KHO IIOCTPOUTDH Hpa.BHJ'IbeIfI OTBET U TEM CaMbIM
[IO/ITBEPIUTH IPABO abDOHEHTa Ha JIOCTYH K ceru. Kcjim Ha CBOI 3ampoc
Key-cepsep nosiyyaer npaBuiibHbIA OTBET (TO €CTh, OTBET COOTBETCTBYET
naposto abonenTa), To Key-cepsep npusnaer, 9To ¢ HUM OBIIAETCST UMEH-
HO «TOT caMblii aboHeHT». B mporuBHOM ciryaae Key-cepBep orBepraer
MOTIBITKY BBIJIATH cebst 32 aDOHEHTa U ITEPEKPhIBAET JOCTYI K CETH.

IIponyck B ceTh: B ciaydae npusHanus Key-cepBepoMm orBeTa, abDOHEHT
HOJIy9aeT IIPABO [OJIb30BAHUA CETHIO (IPHU HAJIUYIMU HEM3PACXOJIO-
BaHHOIi IIPE/IOIIATHl HA JIUIEBOM cUeTy abOHEeHTa).

ITapoJsb 1 KJIIOY JIOCTYIIA: TAPOJIb OOBITHO TTOJOUPAETCS TAKUM, ITO-
OBl OH OBLJI JOCTATOYHO CJIOZKHBIM, HO JIETKO 3aIIOMUHAJICSI OBl TI0JIb-
30BaTesIEM.

st xpaneHusi Ha AUCKe B (hailie XPAHUTCA HE MMAapOJib, & TOCTPOEHHAS
110 TIAPOJII0 HEKOTOpasi CTPOKA CHMBOJIOB — KJiod. IIporpamme BotikKey
JIOCTATOYHO JUOO 33/7aTh MapOJib, JINOO IIPEIOCTABUTh Pailil ¢ KII0YOM
JIOCTyIIa — B 0DOMX CJIydasX OHA C OJMHAKOBBIM yCIIEXOM OyJIeT CTPOUTH
oTBeTHI Ha 3anmpockl Key-cepsepa.

ITpu momomu mporpammbl BotikKey MorkHo 3ampocuts y Key-cepsepa
pa3JIMYHbIi peXKuM (pezuon) JOCTYIA Jjisi CBOEr0 KOMIIbIOTEPA:

WORLD: pa3sperierne s JAHHOTO KOMITBIOTEpPA KaK HA BHYTPEHHHUE
(eayTpu CT «BoTHK»), TaK 1 HA BHEIIHHE OOMEHHI;

LOCAL: pasperienue Jijisl JJAHHOTO KOMIBIOTEPA TOJHKO BHYTPEHHUX
(Buyrpu CT «Boruk») 06MeHOB, 3amper Ha BHENIHHE OOMEHDI;
NONE: 3amper jjis JAHHOIO KOMIILIOTEPA Ha BCe OOMEHBI: KaK BHYTPEH-

uue (Buyrpu CT «Boruk»), Tak u BHeminue.

AGoHEHT MOXKET UMETb HECKOJIBKO IapoJieil JOCTyIIa; y KaXKI0ro ma-
pOJIs ompesiesisieTcs CBO# mpeaeabubIil pexkuM Jjroctyma: WORLD, LOCAL
niaz NONE.
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WORLD-k1104: mMest Tapoib ¢ npefeabubiM pezkumoMm WORLD, moxkHO
ycuerniHo 3anpocutb y Key-cepsepa so6oit qocryn (WORLD, LOCAL
wiu NONE).

LOCAL-kJI09: uMest Taposb ¢ mpeaeabHbiM pexkumoMm LOCAL, moxK-
HO ycnenHo 3amnpocutb y Key-cepsepa Tosibko moctyn LOCAL wmim
NONE, a goctym WORLD mony9nThs HEBO3MOXKHO: €CIN IPH IIOMO-
mu LOCAL-kiroua Oyger 3amnporren gocryn WORLD, to Key-cepsep
npenoctasut goctyn LOCAL.

NONE-kJI04: mMmess mapoJib ¢ npeaenbHbiM pexkumom NONE, moxkHO
ycrnemHo 3ampocuTtsh y Key-cepsepa tosbko moctyn NONE, a mo-
ctyn WORLD mam LOCAL mosyanTh HEBO3MOXKHO: €CJIH IIPH IIOMO-
mu LOCAL-xroua 6yzmer 3anpormres goctyn WORLD wimm LOCAL, To
Key-cepsep mpemnocrasut Tombko goctyn NONE.

2. CerteBoii npotokon BotikKey

B CT «Boruk» KJMeHT-cepBepHBIIl TEKCTOBBIl POTOKOJ BotikKey
[IPUMEHSIETCSI IPU ay TeHTU(DUKAIINN TOJIKI0IeHnil aboHeHToB. B onmca-
HUU TTPOTOKOJIA UCIOJIB3YIOTCH CJIeAYIONne 0003HAYECHIIS:

random: ciydaitnas crpoka u3 anadasura — .0123456789

region: 3ampaluBaeMblii PermoH JocTymna — ojHa u3 crpok: WORLD,
LOCAL, NONE;

challenge: 3anpoc, kax mpaBuio mpeacTaBisgomuii coboit MD5-cymmy
OT CJIy49allHO! CTPOKU;

accessKey: KITI0Y I0OCTyIIa, MPEICTABIISIIONINN CODOI XEIT-CyMMY OT Ta-
pousi BotikKey (pesysibrar npumMenenusi K naposio (OyHKIMU Xellw-
posaruss MD5, 3anucek B 16-pudanom dopmare);

salt: xkoukarenamnus cTpok challenge-random-region.

AyrenTudukanys KJINEHTa HA CepBEPe TPOUCXOJIUT KAYKLYI0 MUHYTY
IO CAeyIomeil cxeMe:

(1) KJIMEHT yCTaHABJIMBAET HE3AIMUINEHHOE socket-coequmenne

¢ Key-cepsepowm;
(2) cepsep 1IIOCBLIACT KJIMCHTY CTPOKY-IIPUBETCTBUE U 3aTEM CTPOKY
PBotikKey server: —

CHALLENGE challenge

3a1poca;
(3) kumeHT mOChLIAET B hopmMaTe
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PBotikKey client: —

RESPONSE  secret random region

orBet, B KoTopoM secret=MD5(salt-accessKey) 310 pesyabrar npu-
MeHeHud Xerm-ajropurMa MD5 K KOHKaTeHaImn CTpoK;

(4) cepBep npoBepsieT 3Ty wHMOpMaIuio: nepsbIil apryment y RESPONSE
JIOJIPKEH COBIIQIATh C XeII-CyMMOii, Borauciaeruoi na Key-cepsepe ot
9TOi1 2Ke KOHKATEeHAIINN CTPOK. ey coBa/ienne mpou3oIiio, To cep-
Bep OTBEYAET

PBotikKey server: —

GOOD region

U KJINEHT ayTeHTHU(hpUIUpoBaH. B mpoTuBHOM ciiydae JIOCTyI B CEThb
ITepEeKPBIBAETCS U KJIWEHTy oTmpasiisgerca crpoka SORRY, mrorma c
YKa3aHneM KOHKPETHOU MPUINHBI.

Key-cepsep kak npasuiio ycranosieH Ha nutose (IP-gateway). Yenex
ayTeHTHdUKAIINY KJINEHTA HA CEPBEPE O3HAYAET, UTO €My IIPEIOCTABIIS-
ercst mocryi B cerb VHTepHer. OmunbKa ayTeHTH(OUKAINNT 03HAYAET IIe-
PEKpBITHE KAHAJIOB CBSI3W [IJIsi JTAHHOIO IOJKJIIOYEHUs. PeryimpoBanue
JocTyta npou3BomuTces Ha Linux-mmio3e cpegcrBamu iptables.

3. Anroputm xewmposaHus MD5

Xem-yHKINNA TPEICTABIAIOT COO0M OTHOCTOPOHHUE (DYHKITNH, ITpe-
obpasyrolue BXOIHYIO CTPOKY IIPOM3BOJIBHON JJIMHBI B CTPOKY (DUKCH-
POBAHHOMN JJIMHBL (XeI-CyMMYy ). XeIl-CyMMy MOYKHO PACCMATPUBATH KaK
IIOJITACh UCXOJHOTO COOOIEHMsI, UTO, HAIPUMED, MO3BOJISET IIOCHE Iie-
penatun naHGOPMAINH 10 KAHAJIAM CBA3U [IPOBEPUTDH MOJITMHHOCTH Iepe-
JaHHoit nadopmaruu. Xen-(QyHKIINT CIIPOEKTUPOBAHBI TaK, YTOOBI OBLIO
IIPOCTO BBIYUCJIUATD XeII-CyMMY COODIIEHMSI, HO OBLIO OBbI TSA2KEJIO0 BOCCTa-
HOBUTBH UCXO/HOE coobiienne. OHM UMEIOT MUPOKUIA JTUAIIA30H IIPUMEHe-
HUii: ayTeHTUdUKAINS, IPOBEPKA IEJOCTHOCTH COODIeHul, nudpoBbie
cepTUdUKATEI U TNMPOBLIE TOIICH.

Bezonacnocts npuMeHeHnit Xen-(MOyHKINA 3aBUCAT OT €€ KPHUIITO-
croiikocTr. UToOb! Xem-(yHKITNIO MOYXKHO ObLIO CINTATH KPUITOCTONKOIM,
HEeOOXO0IMMO COOJTIOIEHNE HECKOJBKUX YCIOBUIA:

(1) ycToWumBOCTH K aTakaM IIOMCKa IIEPBOro IIpoobpasza: Mo 3a[aHHON
xerr-cymMmme h IOJIZKHO OBITH TS2KEJI0 1M0100paTh TaKoe COOOIIeHne m,
qrober H(m) = h;
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(2) yCcTOHIMBOCTH K aTaKaM IOMCKa BTOPOTO Mpoobpa3sa: Mo 3aIaHHOMY
COODIIEHUIO M1 JOJPKHO OBITH TAXKEJIO T000paTh APYTOe COODIIEeHMe
ma TaK, 9robsl H(mq) = H(ms2);

(3) yCTOHYMBOCTD K KOJIJIU3USIM: JIOJIPKHO OBITH TS2KeJIO I0JI00paTh pas-
Hble COODINEHUs My U Mg Takue, 4robbl H(mq) = H(ms).

[TockombKy 00/1aCTE ONpeIe/IeHIsT Xen-(bYHKIIUNA HAMHOTO TIHPEe TeM
00JsIacTh 3HAYEHU, TO B COOTBETCTBUU C HpuHIMIOM Jlupuxie momxk-
HO CYIIECTBOBaTb MHOXKECTBO KOJUIM3UH. ATaka MeTojoM <«I'py0oii cu-
JIBI» MOXKeT OOHApyKuTh 1-it miau 2-if mpoobpas Jijisi Xel-MyHKIUN C 71~
Pa3PsTHOM XeII-CyMMO MpuMepHO 3a 2™ oneparnuit xermuposanus. Ha ca-
MOM JIeJTe, U3-3a «I1apaIOKCca JHEl POXKIEHUs» KOJUIN3Us OyJIeT HaileHa
IpuMepHo 3a 2"/2 omepamuit xemmposansi. EC/II MOKHO IIPOBECTH aTaKy
Ha Xel-(pYyHKIINIO0, KOTOpas TpebyeT MeHbIle BBIYUCIEHU, YeM IOJIHBIN
repebop, TO Xem-MYHKITUIO MOXKHO CIUTATHL CKOMITPOMETHPOBAHHOMN.

Xem-dyuakuus MD5 [3] ocHoBana Ha crpykType Mepkna—/lamrapia.
OHna ucnosb3yer (DYHKIMIO CXKATHUSI, KOTOPasi Ha BXOJIe IIPUHUMAeT k-pas-
PSIHBIN 6JIOK UCXOIHOTO TEKCTA U N-Pa3PsIHOE TPOMEXKYTOTHOE XeIl-3Ha~
genue (IHV) u Ha BbIXOJE IOPOXKIAET HOBOE IIPOMEXKYTOYHOE Xell-3Haue-
une. Vlcxonaoe coolImenne mnepe;i XemnpoBaHueM JIOIOJHAETCS 0 JIJINHBI
KpaTHOIi k, u pa3buBaercs Ha 6J0KH 110 k OuT. 3areM (DYHKIUSA CXKATUS
[IPUMEHSIETCSI TIOC/Ie0BaTE/IbHO K KaXKJIO0My OJIOKY, HAYMHAsi C HEKOTO-
poro (pUKCHpOBaHHOIO HadyaJbHOro cocrosaust IHVg. B aaropurme MD5
MIPUMEHSIOTCsT OJ10KM 110 512 6ut u 128-paspsiaHbie Xel-3Hav9eHns. X elll-
dyuknus paboraer ¢ 32-pas3psaIHLIMU IEIBIMU YUCIAME, C UCIOJIb30Ba-
HIEM OIepaIiy CJOMKEHNs M0 MOLY o 252 1 mobuTOBLIMI OlepaIusaMu.

4. Yassumoctun anroputma xewmposaHus MD5

B 2004 roxy uccienoBarensiMu GbLIO TTOKa3aHO [4,5] 4T0 amropurm
xemmupoBarus MD5 He 00/agaer J10CTATOYHON YCTONIUBOCTBIO K KOJI-
smmsusaM. Coobmienns (mocieoBarensrocT 6aitt) M u M’ obpasyor
koJm3nio nox MD5, ecin xemr-cymma MD5 (M) moburoso coBmajgaer ¢
MD5(M"). Uccnenosaresnsimu ObLIN ONUCAHBI U PEATN30BAHBI HA TPAKTH-
ke nuddepeHuanbHble METOIBI TEHEPAIA JIBYX OaHTOBBIX MOCIIEI0BA-
TeJILHOCTEN (C BO3MOXKHOCTBIO yKa3aHHsl JIOOOI0 HAYAJIBHOIO BEKTODA),
Y KOTOPBIX COBIIA/IAIOT XEII-CYMMBL.

3aJlaHue HAYAJIBHOIO BEKTOPA IIPU TEHEPAINU KOJUJIU3UU TI03BOJISET
3JI0YMBINLICHHUKY BCTABUTH Kaxk10e u3 coobienuit (M, M) BayTpb AByX
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pasmIHbIX (HAMIOB B OMPEEJIEHHBIX MO3UINAAX BHYTPU HUAX. IDTO IIPU-
BOIUT K CO3/IAHWIO, HAIIPUMED, AByX Postscript-mokymeHToB, mMerommx
OJIHy XeIll-CyMMY, HO Da3HbIil oTOOparkaeMblil TeKcT. Takzke, IIPOIEMOH-
CTPUPOBAHBI METOBI TE€HEPAIMH JBYX UCIOJTHIAEMBIX (Pail/IOB, UMEIOIINX
OJIHY XEII-CYMMYy, HO pa3Hoe IoBejieaue. 11o mputinne HeyCTORYINBOCTH K
KOJLJIN3UAM Pa3JIngIHbIe UCCJIE/I0BATEILCKAE OPTaHU3AINH 110 BCEMY MUDPY
PEKOMEH/IYIOT OTKAa3aThCd OT HCIIOJIb30BAHUS AJIIOPUTMa XEIIMPOBAHUSI
MD5.

Mertoapl obecriedeHnst Ge30IMacHOl mepeaadn JaHHBIX B IIPOTOKOJIE
BotikKey mourn aHaloruaHBI TEM METO/IaAM, KOTOPBIE IIPUMEHSIOTCS B TIPO-
rokosie APOP [6], KOTOPBIil HEKOTOpPbIE OYTOBBIE KJIUEHTBI JI0 CUX 110D
UCIIOJIB3YIOT JJIsi YCUJIEHHOM aBTOpU3AINK Ha 1MOYTOBBIX POP-cepBepax.
IIpunnun npeitictBust APOP-ayTeHTU(dUKAIIIN HATIOMUHAET IIPEICTABIICH-
HYIO BBIIIE CXEMY <«3allPOC-OTBET» M TOXKe UCHojb3yer MD5:

(1) Ilo4yToBBIil KINEHT yCTaHABINBAET COEJIUHEHHE K ITOYTOBOMY CEPBeE-

py-
(2) Cepsep ormpasisier B hopmMaTe

PBotikKey server: —

PID.clock@hostname

3a1poC B aJIpec KJIMEHTA, TJle:
PID — unentudukarop mporecca,
clock — meTka Bpemenn,
hostname — JOMEHHOE UMsI cepBepa.
(3) Kimment moceutaer B hopmare

PBotikKey client: —
APOP username hashsum

OTBET CcepBepy, TJe:
username — JIOTHH TOJIB30BATENA HA TOYTOBOM CepBEpeE,
hashsum — MD5-cymMMa OT KOHKATEHAIIUH CTPOKH

PID.clock@hostname u mapoJisi TOJIL30BATEISI.
(4) Ilocsie morydennsa oTBeTa KJIUEHTA CEPBEP CO CBOEH CTOPOHBI BHIYHC-

ager xemr-cymmy MD5(PID. clock hostname-passwd), rue passwd npen-
CTaBJIgeT cOOON M3BECTHBIN Ha cepBepe MapoJib JAHHOTO MOJIb30Ba-
TeJIsl, U NPOU3BOJUT CPABHEHUE XEI-CYMM.

(5) Eciu xemm coBmaaioT, TO KJIMEHT YCIEITHO MPOXOANT ayTeHTH(U-
KAIWIO M TIOJIy9aeT JOCTYII K CBOel IodTe.

J1oCTOMHCTBO 3TOT0 MOAXOA 3aKIIOIAIOTCA B TOM, YTO 3JI0yMBITIICH-
HUK, [IePEXBATUBINNI COOOIEHNs KJIUEHTa U CEPBEPA, He CMOYXKET Y3HATH
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TapoJIb MOIb30BATES U TEM CaMBIM ITOJIYYIUTH JOCTYI K €ro MOoYTe.

B nacrosmee Bpems nporokos APOP cuuTaeTcss CKOMIIPOMETHPOBAH-
HBIM, TAK KAK €r0 IPUMEHEHUE I03BOJIUT 3JI0YMBIINLIEHHUKY (KOTODbIi
BbliaeT cebsl 3a IOYTOBBI CepBep) 3a pa3yMHOE BpeMsl BOCCTAHOBUTH
110 43 cumBosios (6aitT) maposs [7]. OuuimeM cTpareruto, IpuMeHsIEMYTO
JUIsI BBITIOJIHEHUST aTaky Ha 1poTokos APOP. Ona ocHoBaHa Ha TOM, 9ITO
BbIOMpaeTca mapa coobrienuit (m, m'), Koropas 00pasyer KOJJIU3HIO MO
M D5. Torga myist 11000# CTPOKU T BBIOJIHSETCS PABEHCTBO

MD5(m - x) = MD5(m’ - z).

[TpunHIMn aTaku COCTOUT B TOM, YTO BHIOUPAETCS HAYAJIBHBIA CUMBOJI
[OJIb30BATEIHCKOTO [apOJisl, FeHepUupyeTcs Kojumsust (m,m'), rie Kaxk-
Joe cooOITeHre CONEPKUT ITOT CHMBOJI B KadecTBe cyddukca. 3arem
MOIOGPAHHBII CHMBOJI OTPE3a€eTest OT coobImenuit (m, m') u pesysbTar mo-
ChLTAETCs KaK «3allpocy HUYEro He Iojo3peBaromemMy KineHTy. Kimert
BBIYUCJIAET JAf2KECThI OT JBYX COOOIIEHUI-1apOJIh U TOCHLIACT UX Cep-
Bepy. Eciu maiipkecTsl COBIAIAIOT, TO TEPBBI CUMBOJI yrajaH, MOXKHO
MoJIOUPATH BTOPOW U MOCJIEYIONe CUMBOJIBI mapoJis. [Ipusegem Gosee
dopmaIbHOE OIICAHNE CXEMbI ATaKH:

(1) Crenepuposars napy coobmenuit (m,m'), koropbie 06pazyor MD5-
KOJUIU3UIO, TAKYIO, 9TO MOCJIEIHIE HECKOJIBKO DANT KayKI0ro coobie-
HUsI TIPEJICTABIISIOT CODOI HafieHHble HAYaJbHbIE CUMBOJIBI TIAPOJIH,
B KOTODBIX IIEPBBbIE 3HAKH Y2Ke TOJO0PAHBI MPABUIBHO (SBIISIOTCS
npedUKCOM aposis), a MOCASIHUN 3HAK S ABJISIETCA KAHIUIATOM Ha
BXOXKJIEHUE B HaflJIeHHYIO 1ocjiefoBaTesibHOCTh. [lycrs C' — 30 co-
obmenne m 6€3 yraJlaHHbIX CUMBOJIOB, U IycTh C — 3T0 coobrenune
m’ 6e3 yraJaHHbIX CHMBOJIOB, TOTJA IIOCIATH MOJIB30BATEII0 CTPOKY
C B KadecTBe 3a11poca.

(2) Monyuurs orBeTHyIO Xen-cymmy R, 3arem ornpasuth C' B KauecTBe
JIDYTOT'0 3aI11pOCa MOJb30BATEIIO.

(3) Homyuurs oTBeTHYIO Xem-cymMmy R’ m cpaBHUTBL Mexkay coboil R u
R'. Ecim Ipou30mLIIo COBIIAJIEHAE, TO CUMBOJI S YTaJaH MPaBHILHO,
MO2KHO J00ABUTH €r0 B KOHEI[ yIra/IaHHON I10C/Ie10BaTeIbHOCTH. Ec-
JII COBIIQJIEHUsI He IIPOM3OILI0, TO IepeiTu K mary 1 ciemyromieit
ITOTIBITKHY.

Ormmaust nporokosia APOP or BotikKey cocrosit B ToM, uro y APOP
coaw uMeet GoJiee TIpocToit popMaT — oiHa CTpoKa challenge, B TO Bpemst
kak B BotikKey coav BrItouaeT B cebst TakKe CAyJailHyI0 CTPOKY random
u peruoH jocryna (coav = challenge-random-region).
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C upumeHeHueM MexaHU3Ma <«TyHHesei» [8] mouck aByXOI0UHBIX
KOJUIN3UIl HA COBPEMEHHOM I€PCOHAJIBHOM KOMIIBIOTEPE 3aHUMAET Me-
Hee OJHONW MHUHYTBHI. DbLin Tak:Ke pa3paboTaHbl METOMbI Momcka H12-
paspsaaHbIX (0AHOGI0UHBIX) KouH3uil MD5 [9], 1 MeTompl moabopa Koui-
J3uit ¢ 3agaHHbIME npedukcamu [10], KOTOpble Ha IIPAKTUKE 3aHUMAIOT
ropaszo OoJibIliee BpeMsi.

Cxemy APOP-aTaku T€OpPEeTHYIECKH MOYKHO IMPUMEHUTH JIJIsi KOMIIPO-
Metaruu mporokosa BotikKey. CrmenaB HeKOTOpBIE JOMYIEHUsI, IPU CO-
OJIIOJIEHNN OTIPEJIeSIEHHBIX YCJIOBHUiT MOKHO mpom3Bectun APOP-aTaky Ha
abOHEHTCKO€e IOJKJIIOYEHNe, UCIIoIb3YIolnee MpoTokos BotikKey, ¢ memsio
mo100pa KJII0va J0CTya. Keau He NPpUHAMATh BO BHUMAHUE 3AIlATHBIE
MexXaHu3Mbl, BcTpoeHnble B ceTeByio ammaparypy CT «Boruk» mms abo-
HeHTCKuX moaksodennit, APOP-aTaka OyaeT yCHerrHo 3aBepiieHa 3a pa-
3yMHO€ BpeMsI.

[Tocko/bKy aBTOP JIAHHOT'O UCCJIEIOBAHNUS CIEINATU3UPYETCS HA Pa3-
paboTKe MMapaJule/bHBIX TpUIoKeHuil s cynep-9BM, y Hero BO3HHK
3aKOHOMEPHBII BOIIPOC: MOXKHO JIM PACIIAPAJUIEUTH IPOrPaMMy TOI00pa
oHOOI0uHBIX MD5-koum3nit? OTBer: MOXKHO; 9Ta paboTa ObLIa BBIIOJI-
HeHa. J[J1s mpoBeieHns BBIYUCIUTEIbHBIX S9KCIIEPUMEHTOB aBTOP pa3pabo-
TaJj1 napaseabayo MPIl-Bepcuto nporpammbr Mapka CTuBeHca, KOTOpast
BBINIOJIHSIET TIOA00p 0/1HOO109HON MD5-Kosumn3un.

3akntoyeHne

ITo pesynbraraM TpPOBEIEHHOTO UCCAEIOBAHUS MOYKHO CIAEIATD CJIe-
JyIOIIre BBIBOJIBI:

(1) BepositHOCTh KOMIpOMeTaruu poTokosa BotikKey Tem Boime, dem
cinabee BotikKey-raposib y aboHeHTA.

(2) VYazBumocTh anropurMma xemwnpoBanus MD5 K Kon3msm He BJie-
4JeT 3a co00i HEIIOCPEICTBEHHYIO YI'PO3Y MOJIH30BATEIISAM IIPOTOKOJIA
BotikKey. Ho B O6yyriieM MOTyT OBITH OTKPBITHI HOBBIE OoJtee 3 dek-
TUBHBbIE KpUITOIpaduieckue Meroibl moucka MD5-kojumusuii, 910
CIIeJIAeT UCIOJIB3YIONINE €r0 CUCTEMBI U IIPOTOKOJIBL eIle bojtee ysi3-
BUMBIMU.

(3) Ot mpotrokoia BotikKey ciietyer b0 MOTHOCTHIO OTKA3ATHCS, JTHOO
IepeiTH Ha UCIIOJIb30BaHne 00JIee KPUIITOCTOMKUX XeI-(DyHKITHH.

[Iporokon BotikKey Ha MOMEHT myOJMKAIMU TOi pabOTHI HE Mpe-
CTaBJISIETCSA YI3BUMBIM K aTaKaM C MCIOJb3oBanneM Kosumsuit MD5. Ho
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C POCTOM BBIYUCJIUTEIBHBIX MOIIHOCTEH COBPEMEHHBIX cyrep-DdBM mosto-
2KeHUe JIeJI MOXKeT m3MeHnThes. [losTomy aBTOp pekoMmenyer momodpaThb
0oJiee COBpEMEHHBIE MEeTObl KPHUITO3AIIUTHI [Jisi IpoToKoia BotikKey.
OTH METOJBI MOIYT OCHOBBIBATHCS Ha mcnosb3oBanuu SHA-3 [11] win
WHBIX KPUITOYCTOUYUBBIX aJI'OPUTMOB.

Baazodaprocmu. Pabomoi, nososicennvie 8 ocnogy danmnol cma-
mou, OvLau 6vnosHersvt 8 pamkaxr HUP «Memodv, u npozpammmoie cped-
€cMea pa3pabomry NAPAAAEALHBIT NPUAOAHCEHUT U obecnevenus GyHKyu-
OHUPOBAHUSA BHIHUCAUMENDHBIT KOMNAEKCO8 U CEMET HOB020 NOKONEHUAS.
Aemop evipasicaem b6aaz200aprocmu pa3pabomuuKam Cucmemst U npomo-
xoaa BotikKey (C. M. A6pamos, FO. B. Illesuyx) 3a noseswvie Kommer-
MAPUL MO COOEPHCAHUIO CNANDU.
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Anton Kuznetsov. On the cryptographic security of the “BotikKey” authentication

protocol against attacks on MD5 hash function.

ABSTRACT. In this paper vulnerabilities of the BotikKey network protocol are described.
It is being used in the “Botik” telecommunication system of Pereslavl-Zalesskiy for
secure subscribers’ authentication. Protocol was developed as part of Botik-technologies
initiative, according to which all software and hardware is based on open source, or
on the inhouse developments. We outline the purpose and implementation details of
the protocol and its pros and cons. It is pointed out that majority of the protocol’s
vulnerabilities arise from the weaknesses of MD5 cryptographic hash function being
used. With a number of assumptions, the BotikKey protocol can be compromised
by committing an APOP-attack on a subscriber. It is noted that “Botik” network
service provider should use contemporary cryptographic methods for subscribers’
authentication or avoid using the BotikKey system at all. (In Russian).

Key Words and Phrases: BotikKey protocol, secure authentication, cryptography, MD5 hash
function, APOP attack.
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